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A6 [VOTING SERVER] 



[VOTER 
TERMINAL 100] 



ENCRYPT ALL 
CANDIDATE NAMES vi 
BASED ON (p. q, g, Y) 
TO CREATE LIST OF 
(vj. E(vj)) 



T 



TRANSMIT ENCRYPTED- 
VOTING-INFORMATION 
REQUEST 



RETURN LIST 
OF (vj, E(vj)) 
AND (p, q, g. Y) 



A7-1 



A5-1 



A100-1 



ELECT vi FROM 
LIST OF vj 



[AUTHENTICATION 
A100-5 SERVER] 



t A100-2 



TRANSMIT E (vi) 
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TO vi AND (p, q, g, Y) 
TO ENCRYPTION 
SERVER 



CERTIFY INTRA- 
ORGANIZATION 
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THE VOTER 
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SERVER 
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RE-ENCRYPT E (vi) 
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TO CALCULATE E'(vi) 
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TO VOTER TERMINAL 
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TO CREATE LIST OF 
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SERVER 



A140-5 
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[VOTING SERVER] 
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VERIFY THAT Sek 
IS LEGITIMATE SIGNATURE 
BY AUTHENTICATION SERVER 
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CONFIRM THAT CIDi IS 
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LIST AND NOT YET VOTED 



RECEIVE (Ei, CIDi) AND 
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A8-2 
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FOR CIDI 
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RECORD THAT CIDI HAS 
VOTED AND RECORD 
(Ei, CIDi) AND Sek 
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B6 



[VOTING SERVER] 



CREATE FIRST 
CONVERSION DATA 
(Gr. Yr. r) AND FIRST 
CONVERSION-CERTIFICATE 
DATA (Gd, d) 



[VOTER 
B5 TERMINAL 100] 



B7 



RRETURN LIST OF vj, 
(p.ag.Y). (Gr, Yr, r) 
AND (Gd, d) TO VOTER 
TERMINAL 



[AUTHENTICATION 
A100-5 SERVER] 



CERTIFY INTRA- 
ORGANIZATION 
IDENTIFIER IIDi OF 
THE VOTER 



A100-7 



ACQUIRE COMMON-BASE 
IDENTIFIER 
CIDI CORRESPONDING 
TO IIDi 
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CREATE DIGITAL 
SIGNATURE Sek OF 
AUTHENTICATION SERVER 
FOR (E (vi).(a,t).CIDi) 
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TRANSMIT (E(vi),(a.t) 
CIDI) AND Sek TO 
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TO ENCRYPTION 
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CONVERSION- 
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CREATE FIRST 
CONVERSION DATA 
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AND (Gd, d) TO VOTER 
TERMINAL 
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CONVERSION DATA 
(Gr. Yr, r) AND FIRST 
CONVERSION- 
CERTIFICATE DATA (Gd, d) 
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RRETURN LIST OF vj, 
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[VOTING SERVER] 
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Sei FROM AUTHENTICATION 
SERVER 
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SYSTEM 
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C6 [VOTING SERVER] 



ENCRYPT ALL 
CANDIDATE NAMES vj 
BASED ON (p.q.g.Y). 
CREATE CERTIFICATE 
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C6 [VOTING SERVER] 
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